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TCP BASICS 



TRANSPORT CONTROL PROTOCOL 
• TCP is a highly reliable host-to-host protocol between 

hosts in packet-switched computer communication 
networks, and in interconnected systems of such 
networks. 

• TCP must recover from data that is damaged, lost, 
duplicated, or delivered out of order by the internet 
communication system. 
• Ports 

• Reliability 

• Flow control 

• Connections 



TCP SEGMENT STRUCTURE 



TCP CONNECTION 

Tips: Using command ‘curl’  to invoke a http request that uses 
TCP for transport 
 For example: curl –I www.baidu.com 

Source IP:192.168.88.149  
Source Port: 60920   
Destination IP: 14.215.177.39  
Destination Port: 80 

http://www.baidu.com/


HEADER LEN/OFFSET FIELD IN TCP HEADER 

Data Offset: 4 bits 
• The number of 32 bit 

words in TCP Header.  
• This indicates where data 

begins. 
• The TCP header (even one 

including options) is an integral 
number of 32 bits long. 



FLAGS IN TCP HEADER 

Tips in Wireshark: Using ‘tcp.flags.xxx==1’ as filter to view 
the corresponding package 
While xxx is the name of the flag ,such as tcp.flags.syn==1 

Control Bits: 
URG: Urgent Pointer field significant   
ACK: Acknowledgment field significant   
PSH: Push Function 
RST: Reset the connection 
SYN: Synchronize sequence numbers   
FIN: No more data from sender 



SEQUENCE NUMBER AND ACK NUMBER(1) 
Transmission is made reliable via the use of SEQ numbers and ACKs. 
• The SEQ number of the first octet of data in a segment is transmitted 

with that  segment and is called the segment SEQ number. 
• Segments also carry an ACK number which is the SEQ number of the 

next expected data octet of transmissions in the reverse direction. 
 

When the TCP transmits a segment containing data, it puts a copy on a 
retransmission queue and starts a timer; 
• when the ACK for that data is received, the segment is deleted from the  

queue. 
• If the ACK is not received before the timer runs out, the segment is  

retransmitted. 
 
An ACK by TCP does not guarantee that the data has been delivered to the  
end user, but only that the receiving TCP has taken the responsibility to 
do so. 



SEQUENCE NUMBER AND ACK NUMBER(2) 

54861->80: seq = 333 len=0 
80->54861: ack=333+0 
80->54861: ack=333+0 

seq = 81761 len=1460 
seq = 83221(81761+1460) len=1460 

54861->80: Seq = 333(333+0) ack=84681(83221+1460) len=0 



WINDOW FIELD IN TCP HEADER 
• TCP provides  the means for the receiver to govern the amount of data 

sent by the sender.   
• This is achieved by returning a "window" with every ACK indicating a range 

of acceptable  sequence numbers beyond the last segment successfully 
received. 

• The window indicates an allowed number of octets that the sender 
may transmit before receiving further permission. 



OPTIONS (VARIABLE) IN TCP HEADER 
• May occupy space at the end of the TCP header 
• a multiple of 8 bits in length. 
• No-operation may be used between options, for example, to 

align the beginning  of a subsequent option on a word boundary. 



TRANSPORT LAYER 
SECURITY (TLS) 



TRANSPORT LAYER SECURITY 

• TLS provides the following features on TCP 
layer: 
– Encryption 
– Authentication of identity 
– Reliable transfer via integrity check 

(different from TCP reliable) 



PUBLIC-KEY CRYPTOGRAPHY 
Public-key cryptography, 
or asymmetric 
cryptography, is any 
cryptographic system that 
uses pairs of keys:  
• public keys may be 

disseminated widely, and  
• private keys known only to 

the owner. 





TLS HANDSHAKE (RSA WITHOUT CLIENT CERT) 
• Client provide TLS version, a Client random and supported  

encryption method. 

• Server check the TLS version and encryption method and  
provide server cert and Server random. 

• Client validate the server cert and encrypt Premaster  
secret random using server public key. 

• Server using private key to decrypt the Premaster secret. 

• Server and Client using these three random numbers  
generate Session key standalone which will be used in the  
following session. 





HOW COULD IT BE POSSIBLE GENERATE  
SESSION KEY WITHOUT ENCRYPTION? 
• If attacker is listening the TLS handshake, he will 

get the first two random numbers (client random, 
server random) 

• The safety of session key depends on the 
premaster secret. 

• If the RSA algorithm used is weak (using a 1024 
bits cert example) can be cracked, the premaster 
secret can also be cracked. The entire session is 
not safe now. 



Diffie-Hellman (DH) Key Exchange 
DH is a method of securely exchanging 
cryptographic keys over a public channel. 



DH EXAMPLE: 
1. Alice and Bob agree to use a modulus p = 23 and base g 

= 5 (which is a primitive root modulo 23). 
2. Alice chooses a secret integer a = 4, then sends Bob A = ga 

mod p 
 A = 54 mod 23 = 4 

3. Bob chooses a secret integer b = 3, then sends Alice B = gb 

mod p 
B = 53 mod 23 = 10 

4. Alice computes s = Ba mod p 
s = 104 mod 23 = 18 

5. Bob computes s = Ab mod p 
s = 43 mod 23 = 18 

6. Alice and Bob now share a secret (the number 18). 



TLS HANDSHAKE (DH WITHOUT CLIENT CERT) 
• Client provide TLS version, a Client random and 

supported  encryption method. 
• Server check the TLS version and encryption 

method and  provide server cert, server random 
and DH parameter with signature. 

• Client validate the server cert and send 
client DH  parameter. 

• Server and Client using the DH parameters to 
generate  premaster key which is used for 
session key generation. 





SESSION RESUME 
• If the TLS session is aborted, client can resume the 

session using session ID/session ticket. 
– No handshake needed (latency reduced) 













• Assignment 8 (TCP) 
• Questions 3-10 of Wireshark_TCP_v7.0.pdf 



TIPS WHILE USING WIRESHARK 
1. If you want focus only on tcp while disable the http analysis in wireshark 

1)In menu: Analyze->Enabled Protocols. 
2)Then uncheck the HTTP box and select OK 

2. If you want to find the message include 
"POST" in tcp in view filter using following 
rules: tcp.segment_data contains “POST” 

3. If you want to find the statistical information 
related to tcp in menu: Statistics->TCP Stream 
Graph 

4. Find if there is retransmit on TCP or not: 
1)to check if there is ‘Retransmission (suspected)’ or ‘tcp dup ack’ or ‘TCP 

Fast Retransmission’ appears in  the info items of packet list windows 
2)expert info (analysis->expert info) may show you some hints 
 

Practice： 
1. Find if there is a TCP segment whose window size is 0 
2. Find the RTT value of a TCP segment 
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